E s s e n t i a l S e c u r i t y a g a i n s t E Typical
v o l v iInstallation
n g T h r eGuide
ats
2

Installation
Guide
‘Typical’ installation only

Standard version 2.5

Typical Installation Guide
2
Copyright © 1997 – 2005 Eset LLC. All rights reserved.
No part of this document may be reproduced or transmitted in any form
or by any means electronic or mechanical, for any purpose without the
express written permission of Eset LLC. Information in this document is
subject to change without prior notice.
Certain names of program products and company names used in this
document might be registered trademarks or trademarks owned by other
entities.
Eset, NOD32 and AMON are trademarks of Eset.
Microsoft and Windows are registered trademarks of Microsoft Corporation.
Eset, LLC
1172 Orange Ave
Coronado
California
92118
U.S.A.
http://www.eset.com
For Sales and Technical Support (US and Canada):
Tel: (619) 437-7037
Fax: +1 (619) 437-7045
Online purchase: http://www.eset.com/purchase/index.php
Sales email:
sales@eset.com
Technical Support Worldwide:
http://www.eset.com/support/index.php
Then by clicking on your country’s name, you can locate the support details
closest to you.
This guide is frequently updated to reﬂect changes in the product. The
latest version can always be found at
http://www.eset.com/download/manual.htm
This guide was prepared for NOD32 for Windows Version 2.5 (June 2006)
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Introduction
Congratulations, you have just purchased NOD32, the most advanced
antivirus solution available.
NOD32 is very simple to use and this guide is aimed at users who want to
install NOD32 quickly using the default ‘Typical’ installation choices.
NOD32 is more than just a virus scanner – being able to scan for known
viruses is the bare minimum that should be expected from an anti-virus
product, so it should be reassuring to know that NOD32 not only does
this faster, and more reliably than other products, but that it also has an
excellent track record in discovering new threats. In addition, version 2.5
introduces additional detection for adware, spyware, and riskware. With
NOD32 you can be sure you have the most advanced and comprehensive
virus protection possible.
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Guidebook Conventions
To highlight the most important points – we have used a set of simple
icons which draw attention to key information and settings.
Key:
The Check Icon indicates a setting that we recommend
you use or enable

The Info Icon higlights important facts and information
about NOD32, to help you make better use of the program
The Hazard Icon highlights areas where potential
problems can arise, or misconﬁgurations occur, to help
you avoid damage or loss of data.

Use the icons as a guide – they will highlight the most important areas of
conﬁguration and usage so that you get the best out of NOD32.
This document uses the following typographic conventions:
C:\type.exe
Used for text that must be typed exactly as shown
ndntenst.exe
Used for ﬁle and program names, screen messages and dialogues
username
Used for items like menu options, or objects such as passwords and
usernames
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Minimum System Requirements
Please make sure that the computer on which you plan to install NOD32
meets the minimum system requirements for the program to run:
•
•
•
•

CPU:
RAM:
Disk Space:
Graphics:

300MHz Pentium/Celeron/AMD processor
128MB RAM
30MB free disk space
VGA video card. (SVGA 800x600 recommended)

You must only install ONE anti-virus On-Access
(resident) scanner at one time; otherwise you could
cause serious system instability.
If you are installing NOD32 with another anti-virus
program, please make sure you do not enable both
On-Access scanners at once.

If another anti-virus program has previously been installed on your
computer, its scanner may interfere with NOD32. Usually resident
scanners will display an icon in the system tray (the area of the taskbar
near the clock). We recommend removing any other antivirus software,
including older versions of NOD32, before installing NOD32 Version 2, to
avoid the possibility of serious problems
If you have previously installed the NOD32 trial version, you MUST
uninstall it before installing the full version of NOD32.
Version 2.5 may be installed over your existing NOD32 if it is version 2 or
higher, however, if any problems were encountered, a clean installation is
recommended.
Details on uninstalling NOD32 can be found in Appendix C on page 23.
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Installation Instructions for
Windows 95/98/ME/NT/2000/2003/XP
To install from the NOD32 CD, simply insert the CD into the drive. If setup
does not begin automatically, you will need to run Setup.exe from the CD’s
root directory.
To install the download version (recommended, as
it will be the most up-to-date), ﬁrst download the
installer from the Eset website:
http://www.eset.com/download/download.htm
For either method, you must have administrator
privileges on your PC.
Locate the correct Standard version (not
Administrator version) to suit your PC’s operating
system and click Download. You will immediately
see a window similar to this:
Copy & Paste the username and password sent
to you in your license email. (Highlight the text, ‘Ctrl
+ C’ to copy and ‘Ctrl + V’ to paste into the required
ﬁelds)
Click OK and you’ll see a window similar to this:
Click ‘Save’. Choose to save the download to your
desktop (or an Installers folder if you have one)

You will then see the download progress in a window
similar to this:

Once it has downloaded, locate and run the ﬁle by
double clicking on it.
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Whether from a CD or from a download, the installation instructions from
this point are the same.
You will see this screen:

Click Extract to begin
the installation process.

The extraction path can be changed in the "Extract to"
box. This will not affect the final installation directory, only
where the installation files are put during setup. These files
can be removed after NOD32 setup completes.
If installing onto a 64-bit operating system, the installer will
automatically install a compatible version, but the Extract
path will read: C:\Program Files (x86)\ESET\Install

After clicking Extract
you will see the ﬁles
being expanded onto
the disk:

...and then you should
see the following
message:

Once the Setup Wizard has started, you will be presented with the
Installation choices....
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NOD32 Installation choices.
Typical installs NOD32 with the correct settings for normal usage,
and will make most of the decisions for you about the installation. It is
recommended to choose this route. Typical installation is the default
option.
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End User Licence Agreement
The next screen will be the End User License Agreement, on which you
must choose I accept and click Next> to continue installation. You may
also Print the license agreement for future reference.

You are advised to read the terms of the license carefully before proceeding
with the installation. If you decline the license terms, the installation cannot
proceed.
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Conﬁguring Automatic Updates
You will now be presented with a screen asking you to choose your update
server.

We strongly recommend that you use the setting
<Choose Automatically>
This ensures that updates will be delivered most
efﬁciently.
If you do not enter a username and password at
this point, the product will not receive automatic updates
until you enter them.

You will be prompted to provide a username and password for
updates. You should copy and paste these from your license email to
ensure that no typing errors are made. (Highlight the text, ‘Ctrl + C’ to copy
and ‘Ctrl + V’ to paste into the required ﬁelds)
If you do not have this information to hand, you can choose to set update
parameters later, otherwise you will not be able to proceed with the
installation without either entering a username and password.
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Conﬁguration of Internet Settings
You will now be asked about your Internet Connection settings.
If you use a dial-up modem (not broadband or networked) then you need to
check the I use dial-up (modem) Internet connection option.

This will set NOD32 to update when an internet connection is detected.
You will also be asked whether you use a proxy server, if you don’t or are
unsure, just accept the default setting, as shown, and NOD32 will work it
out for you.
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ThreatSense.Net™ Early Warning System
This is a system for automatic evaluation of ﬁles requiring further analysis
in Eset’s labs and enables their automatic submission. If you choose to
enable ThreatSense.Net™, it will also collect and submit anonymous,
statistical data about detected inﬁltrations, which enables Eset to watch and
evaluate the progress and severity of speciﬁc spreading threats.

By clicking the Advanced setup
button, you can amend the default
settings.
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Access MONitor (AMON) Conﬁguration.
AMON (Access MONitor) is a memory-resident (always running when
computer is on) ﬁle scanning program. Automatic starting of AMON after
computer restart is a fundamental defense against malicious code. Quitting
AMON is not recommended and should only be done under special
circumstances. Execution of two different antivirus monitors (from different
products or companies) is not recommended since it may make your
computer slower and/or cause a system crash, especially on Windows NT
systems, might lead to serious problems.
AMON is the most important line of antivirus defense. It is critically
important to keep it running at all times using the most current version
of the virus signature databases and NOD32 program upgrades. AMON
monitors all potentially threatening actions on protected computers such as
opening, executing, creating or renaming ﬁles.

IMPORTANT:
Do not enable another resident
scanner from a 2nd anti-virus
program, otherwise your system
could become unstable.
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Completion of Setup Conﬁguration
At this point the conﬁguration phase is complete. This is the last point at
which changes can be made to the selected installation options, before the
ﬁles are copied and the conﬁguration completed.

If you wish to change any
conﬁguration parameters, use the
Back button now.
If you have enabled the AMON
module, you should particularly ensure that
you have no other resident (on-access)
anti-virus scanner active before proceeding.
To complete the installation with the selected conﬁguration, click Next>

During the setup, you will see this message:

Typical Installation Guide
17
After installation has completed you will be required to restart your
machine.
You should ensure that no other anti-virus scanner will load at restart, save
any active work, and click Finish to restart the machine.

If you do not wish to restart immediately,
choose Restart later.
NOD32 will not function correctly, and
your computer will not be protected from viruses
until you have restarted your computer.

Once your PC has re-started, open the NOD32 Control Center by clicking
this icon
once, in the bottom right hand corner of your screen, look in the
‘Update’ section and press the ‘Update now’ button to ensure you are up to
date with Eset’s virus deﬁnitions.
After that, go to the Threat Protection Modules section and click once on
‘NOD32’. In the right hand screen, click the button for an ‘In-depth analysis’.
This will give your machine an immediate and thorough scan.
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Dealing with alerts and virus incidents
Basic rules to follow if a virus is detected:
• Trojans can only be deleted as they do not infect other ﬁles and
contain only their own code
• Worms in email attachments should be deleted as they contain
only the viral code
• If the IMON’s HTTP scanner detects a virus, choose to terminate
the connection to prevent it from saving to the disk.
If you are unsure whether it is safe to delete the particular ﬁle without any
side effect on your system’s functionality, we suggest you tick the ‘Copy to
quarantine’ checkbox before you choose to delete it. Please bear in mind
that many viruses copy themselves to system folders such as WINDOWS
or WINDOWS\system32 to confuse the user. Should you have any
concerns about deleting the ﬁle and were unable to ﬁnd any description of
it, either on our website or on the web, please send the suspicious ﬁle to
samples@eset.com for analysis.
Note:
Occasionally, you may get a virus alert where the name of the infection is
“unknown” or “probable...”. This is because one of the NOD32 modules
has detected virus-like characteristics in a ﬁle but doesn’t have a matching
signature to verify the virus name. This is most common with very new
infections which have not yet been identiﬁed.
NOD32 has an impressive record of catching still-unknown, new viruses
and worms because of the sensitivity and power of these “characteristic”
scanning techniques, also known as heuristics. Since these are very often
as-yet-unknown malware (bad software), we are very interested in receiving
samples of these ﬁles for analysis.
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Submitting a sample ﬁle to Eset
NOD32 uses ThreatSense.Net™ Early Warning System. This system
enables the evaluation of ﬁles which may have been ﬂagged as suspicious
by NOD32. It assists the user to submit such ﬁles to Eset’s analysts, if
this is desirable. ThreatSense.Net™ is enabled by default, but will prompt
the user before submitting any ﬁles. The process can also be completely
automated, or disabled if not required.
The system also includes collection and submission of anonymous
statistical data about detected inﬁltrations which enables Eset, the vendor,
to watch and evaluate the progress and severity of the spreading of
particular threats.
For disabling, enabling and further
control over the ThreatSense.Net™
Early Warning System, you can go to the
NOD32 Control Center > NOD32 System
Tools > NOD32 System Setup and click
on Setup in the right hand window. In the
next window, go to the ThreatSense.Net™
tab and click ‘Advanced settings...’ and
you’ll see another window like this
for further conﬁguration.
The Exclusion Filter has a few common
ﬁle extension names included (ie: Word
Document, Excel Spreadsheet, etc.) to
prevent accidental disclosure of private
information to Eset. You can add or
remove speciﬁc ﬁle names if you desire.
There may still be occasions when you wish to submit a sample ﬁle
manually. First check the ‘Quarantine’ box before cleaning, renaming, or
deleting the suspect ﬁle. The quarantine process saves a copy of the ﬁle
in an encrypted and non-executable form, so no-one will be accidentally
infected while moving the ﬁle, or sending it via email. The quarantined ﬁles
are (by default) saved to “C:\Program Files\ESET\Infected\ ”. Files
should not be submitted manually once NOD32 has evaluated them as
suitable for analysis and submitted them automatically.
To submit a quarantined ﬁle, simply go to NOD32 Control Center and then
to the ‘NOD32 System Tools’ section. In this section is the ‘Quarantine’ subsection and in the right hand window you’ll see a list of the ﬁles you have
quarantined. Simply highlight the entry, or entries, you wish and then click
the ‘Submit for analysis’ button below the window.
For more information on how to manually submit suspicious ﬁles follow the
instructions here: http://eset.zftp.com/submit.htm
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Troubleshooting
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Appendix A: Troubleshooting
Q: My username or password doesn’t work
A: If a dialog box pops up asking for your username and password, it’s
most likely because they were entered incorrectly during setup, or that your
NOD32 license has expired. If you are sure your license is still valid, click
Setup on the popup screen to re-enter the username and password as sent
to you in the email from your vendor.
Your username and password are case sensitive
(the username is always “AV-” in upper-case, followed
by numerals and the password only uses lower-case
letters plus numbers), and must be entered exactly,
including the dash “-“ character in the username. We
strongly recommend that you “copy” and “paste” these
values to avoid mistakes. (Highlight the text, Ctrl + C to
copy and Ctrl + V to paste into the required ﬁelds)
If you have tried these suggestions without success please contact your
reseller’s Technical Support. (Further information can be found on Eset’s
website: http://www.eset.com/support/nodfaq2.htm)
Q: Can I use NOD32’s IMON with email client XYZ?
A: If your email client uses the POP3 protocol, it should work with IMON
without any further conﬁguration. Note that if you use IMAP or another
protocol not currently supported by IMON, you will still be prevented from
opening unsafe attachments by the AMON module.
Q: My problem is not listed, what should I do?
A: If you have any other questions, start with the list of Frequently Asked
Questions (FAQ) - http://www.eset.com/support/faq.php
If you don’t ﬁnd the solution there, please contact Eset Technical Support
by http://www.eset.com/support/index.php
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Appendix B: Uninstalling NOD32
To uninstall NOD32, go to ‘Start’ in the lower left hand corner of your
computer screen and select ‘Programs’ or ‘All Programs’ and then the ‘Eset’
folder. Inside that folder is a ﬁle named ‘Uninstall’. Click on this ﬁle to invoke
the uninstallation process. This takes a few seconds. When ﬁnished, check
that the Eset folder has been removed and then reboot your machine.
You can now install the full commercial version of NOD32 or re-install it if
the original installation was not successful.

