ESET Plug-in for SolarWinds N-central (epSolarwinds.sh).
Installation and usage.

[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Installation
The plug-in consists of one bash script which will allow you to
· Install
· Uninstall
· Activate
· Deactivate
· Upgrade
· Update
· Scan
[bookmark: _GoBack][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK1][bookmark: OLE_LINK2]The plug-in file is named “epSolarwinds.sh” and is available from download (in compressed form, along with these instructions from here)

[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Decompress the ZIP file and save “epSolarwinds.sh” in an easy place, like your desktop.

In your browser, log in to MSP N-Central and navigate to Configuration > Scheduled Tasks > Script/Software Repository
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You will be creating Mac Scripts for each of the operations you wish to perform from the N-Able console.

Creating these Mac scripts is simple. Let’s start with a task which performs a scan on a target Mac.

Press the ADD button, and Mac Scripting in the menu

[image: ]

A form appears, which you need to fill out:
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1. Choose a name for the task (ESET MAC TASK – Scan)
2. Describe the function of that task 
3. Browse to locate the file we saved earlier (“epSolarwinds.sh”)
4. The name “epSolarwinds.sh” appears automatically in box 4, you need to complete the command with 2 parameters: SCAN (which the name of the task), and “—accept_eula” to confirm that you accept the End User License Agreement.

Note: the SCAN command can take additional parameters (see syntax below), By default, it performs a “Smart Scan”

In the next chapter, you will find the various commands the script can perform for you, and the corresponding syntax.

Press OK at the bottom of the page. You have created your first ESET MAC Plug-in Task

Use the filter to help locate it:
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To finish installation, repeat the operation for all the tasks you wish to use in the future. See examples in the last section of this document (Command Syntax)



Deploying a task to a Mac Endpoint:
From the Views > All Devices page, select the Mac Endpoint(s) to which you want to send the task
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1. Select Views > All Devices
2. Select one or more computer(s) by checking the box at the beginning of the line
3. In the ADD TASK menu, choose “Run A Mac Script”
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In the form that pops up, under DETAILS, the task name is pre-populated (but you can modify it if you’d like). 
Under CREDENTIALS, you need to leave the “Use root credentials” selected as the scripts need root privileges to run.
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Under SCRIPT Location, keep the option “From MSP N-central’s Script Repository” since we have put our script in the repository
Under SCRIPT Repository Item, use the pull down (1) to choose the script we just created (ESET MAC TASK – Scan), or the script of your choice.
Under SCRIPT Command Line Parameters, the field is pre-populated to the command line set at creation time, but you can use this opportunity to modify/complement the options.

You can also at this time choose more computers to execute the task (Targets tab), you can schedule this task to occur at a different time, or to repeat at set intervals (Schedules tab). Finally, you can decide to send notifications upon completion (Notifications tab)

Press SAVE at the bottom of the form to submit the task.

You can follow the progress of the task under Views > Job Status:
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Command syntax

Syntax: epSolarwinds.sh 
{INSTALL | UNINSTALL | ACTIVATE | DEACTIVATE | CONFIGURE | UPDATE | UPGRADE | SCAN} [OPTIONS]

Note: this command needs admin privileges to run
Note: the user needs to accept the End User License Agreement by including the parameter --accept_eula

   INSTALL: installs and activates ESET Endpoint Protection products
            OPTIONS: --product {EEA|EES}
                    [--activation {activationKey|ELAusername ELApassword ELApublickey}]
            EXAMPLES: 
epSolarwinds.sh Install EEA --accept_eula
epSolarwinds.sh Install EES --activation "xxxx-xxxx-xxxx-xxxx" --accept_eula
epSolarwinds.sh Install EES --activation "me@acme.com pass1234 ABC-DEF-GHI" --accept_eula

   UNINSTALL: uninstalls current ESET product
            EXAMPLES: 
epSolarwinds.sh Uninstall --accept_eula

   ACTIVATE: activate ESET Endpoint Protection products
            OPTIONS: --activation {activationKey\|ELAusername ELApassword ELApublickey}
            EXAMPLES: 
epSolarwinds.sh Activate --activation "xxxx-xxxx-xxxx-xxxx" --accept_eula
epSolarwinds.sh Activate --activation "me@acme.com 1234 ABC-DEF-GHI" --accept_eula

   DEACTIVATE: deactivate ESET Endpoint Protection products
            EXAMPLES: 
epSolarwinds.sh Deactivate --accept_eula

   CONFIGURE: apply a configuration file, using a local file or the URL to a network file
            OPTIONS: {--file file|--url url}
            EXAMPLES: 
epSolarwinds.sh CONF --file 0000.xml --accept_eula
epSolarwinds.sh CONF --url "https://www.acme.com/0000.xml" --accept_eula

   UPDATE: update AV Modules
            EXAMPLES: 
epSolarwinds.sh Update --accept_eula

   UPGRADE: upgrade ESET product to another and/or a new version
            OPTIONS: --product {EEA|EES}
            EXAMPLES:
epSolarwinds.sh Upgrade --product EES --accept_eula

   SCAN: perform on-demand scan
            OPTIONS: --targets {file|folder|pipeSeparatedMacros}
                     --profile profile
            DEFAULT: --targets '${DriveAll}|${DriveAllBoot}|${Memory}' 
                     --profile '\@Smart Scan'
            EXAMPLES: 
epSolarwinds.sh scan --accept_eula
epSolarwinds.sh scan --accept_eula --targets "/tmp"
epSolarwinds.sh scan --accept_eula --profile "@profile"
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